5 TODIA

SOFIA INFORMATION TECHNOLOGY CONSULTING

Contact:
‘MISSION CRITICAL I.T. SOLUTIONS info@sofiaitc.com

Senior HBSS/EMET Engineer

Job Description:

Minimum Education Required:

BS or BA degree in a Computer Science, Information Systems Management,
Mathematics, Operations Research, Statistics, or Engineering.
ALLOWABLE SUBSTITUTION: The equivalent combination of education,
technical certifications or training, or work experience.

Minimum Experience Required:

At least three (3) years of recent relevant experience.

At least one (1) year of relevant practical experience plus one of the following
certifications: Network+ of Security+(certifications must be in active standing).
Demonstrated experience with building, upgrading and maintaining ePO v4.x and
5.x environments on NIPR/SIPR & standalone networks.

Demonstrated experience with installing McAfee agent and modules to servers
and end user machines (e.g: MA, DLP, HIPS, PA,VSE, ACCM, MSME).
Demonstrated experience with maintaining and administering ePO and all modules
to meet the DoD mandated security requirements and directives.

Experience configuring and deploying McAfee HBSS Modules.

Experience with Windows Active Directory and Unix/Linux system administration.
Experience with MSSQL.

Experience with creating custom firewall policies and work with Cyber Security
teams to identify, configure and apply host based IPS signatures to protect against
zero-day threat. Creating HIPS exclusions based on customer demand and the C&A
approval process

Experience with troubleshooting VM and SQL issues that conflict with the basic
functionality of ePO

Demonstrated experience with MS EMET; Perform and/or reviews technical
security assessments of computing environments to identify points of vulnerability,
non-compliance with established Information Assurance (l1A) standards and
regulations, and recommends mitigation strategies



