5 TODIA

Contact:
SOFIA INFORMATION TECHNOLOGY CONSULTING ) L.
MOAQN AABE info@sofiaitc.com

Senior Network Engineer — Crystal City
Job Description:
Minimum Education Required:

e BS/BA in Computer Science, Information Sciences, or related IT discipline.
e ALLOWABLE SUBSTITUTION: The equivalent combination of education, technical
certifications or training, or work experience.

Minimum Experience Required:

At least four (4) years of practical analysis experience in network design, administration,
operations, procedures, and troubleshooting;

¢ A minimum of three (3) years of relevant technical experience in network engineering
activities such as the configuration and problem isolation of local and wide area
networks.

e Demonstrated experience with designing, developing, deploying, and maintains enterprise
boundary security solutions

e Analyzing network traffic, using a variety of network tools to assess security-related events
and to develop solutions accordingly.

e Demonstrated experience with interfacing with peers and officials in the DoD, and industry
to discuss and report on specific aspects of network security and information sharing to
support the development of security solutions, policies, and/or procedures regarding
network security issues

e Detailed knowledge of firewall concepts, computer/network security, VPNs, proxy, and
networking

e Technical experience in network engineering activities such as the configuration and
problem isolation of local and wide area networks.

e Demonstrated experience with knowledge of networking protocols, network ports and
services, Microsoft Windows 2008, 2012 server environment



